HNuadbopmManmnoHHaA MaMATKA /IS O0yYaIONNXCS /IS pa3sMelleHUsA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxxabIM I'OJIOM MOJIOAEKHU B HMHTEPpHETE CTAaHOBUTLHCA 6OJIBIJ_I€, a IIKOJIBHUKHW OAHHU U3
CaMbIX aKTUBHBIX I10JIb30BaTe/ el PYHeTa. Memy TEM, IOMHUMO OI'POMHOTI'O KOJIMYECTBA
BOBMO}I(HOCTeﬁ, HHTEPHET HECET U l'IpO6.T[eMI>I. dTa mamsaTKa JAOJI2KHAa IIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KomImbroTepHbBIE BUPYCHI

KommbioTepHBINT BHUpPyC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpPaMM,
OTJIMYUTETLHOU OCOOEHHOCTBIO KOTOPOH SBJISIETCA CIOCOOHOCTh K Pa3MHOXKEHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYChI MOTYT IOBPEIUTh WJIN IOJHOCTHIO YHUYTOXKUTH BCE
daiiel ¥ AaHHBIE, IOAKOHTPOJIPHBIE IIOJIB30BATENI0, OT HMMEHU KOTOpOro ObLia
3amyllleHa 3apak€HHasdg IPOrpaMma, a TaKKe IOBPeIUTh WM JaKe YHUUYTOXKUTH
ONEpAIMOHHYIO0 CHUCTEMY cO BceMHu ¢aillaMu B 1eJoM. B OOJIBIIMHCTBE CiIy4aeB
pacIpoCTpaHAITCA BUPYCHI Yepe3 NHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX IPOTPAMM:

1. Mcmionp3yil cOBpeEMEHHBIE OIlepallMOHHBbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. ITocrosgHHO ycraHaBiuBai mavt (IU@POBBIE 3aIUIATKHA, KOTOPBHIE aBTOMATHYECKH
YCTAaHABJIUBAIOTCA C II€JIBI0 JOPAaOTKH IPOrpaMMbI) U JApyrue OOHOBJIEHUs CBOEU
omnepanuoHHOU cucteMbl. CkaumBal UX TOJIPKO ¢ OQUITUATIHLHOTO caiiTa pa3paboTInKa
OC. Ecu cymiecTByeT peKUM aBTOMAaTHUYECKOTO OOHOBJIEHM ST, BKJIFOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTepe IO/ IpaBaMU I10JIb30BaTeJis, a He a/IMUHUCTPATOpA.
ITO He MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOTPAMM HHCTAJIJIMPOBAThCS HA TBOEM
MIEPCOHATILHOM KOMITBIOTEDE;

4. Mlcrionib3yli aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOJIYKTHI U3BECTHBIX IIPOU3BOUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UIECKUU JIOCTYN K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnosp3yll BHellIHNEe HOcUTeIu UHQpOpMaIuy, Takue Kak iemnika, Auck uin ¢aiin
U3 UHTEPHETA, TOJIbKO 13 NpOo¢depeHHBIX HCTOUHUKOB,

7. He oTKpbIBail KoMHblOTepHBIE (ailabl, MOJyUeHHble U3 HEHAJEKHBIX UCTOUHUKOB.
Jaxe Te dailibl, KOTOpble IPHUCIal TBOU 3HAKOMBIN. JIydllle yTOUHU y HETO, OTIPABJIAII
JIY OH Tele uX.

Cetu WI-FI

Wi-Fi - 570 He BUj Tiepefauym JIAaHHBIX, HE TEXHOJIOTHSA, a BCETO JIMIb OPEH, MapKa.
Eme B 1991 roay HujepJsaHjcKas KoMIIaHUA 3apeructpupoBasia 6pens, « WECA», uto
obosHauano cioBocodyetanne «Wireless Fidelity», koTopsiii mepeBomuTCSA Kak
«0OecrpoBOHAS TOUHOCTH».

Jlo Hamiero BpeMeHH /lolIa Jipyrass abOpeBuaTypa, KOTopas SBJSETCA TaKOM ke
TexHoJioruei. dto abopeBuarypa «Wi-Fi». Takoe HazBaHue ObLIO JaHO ¢ HAMEKOM Ha
CTaHAApT BBICIINK 3ByKoBoU TexHuku Hi-Fi, yTo B mepeBosie 03HAYaeT «BBICOKAs
TOYHOCTB».



Jla, OecIIaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeJISAX U adPOIOPTaxX ABJIAETCS OTIUYHOU
BO3MOXXHOCTBIO BBIXOJJa B UHTEepHeT. HO MHOrue 3KCHEPThl CUMTAKOT, UYTO
obmenoctymabie Wi-Fi ceTu He sABIsAI0OTCA 6€30IMaCHBIMH.

CoBeTbl 110 0€3011aCHOCTH PaboTe B 00IIeAOCTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBow JMuHYI0 uWHMOpManuio depeld obmeaoctymable Wi-Fi ceTu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMEePa;

2. Mcnosnp3yit 1 0OHOBJIAM aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnosnbszoBanuu Wi-Fi otrimoun ¢yuknuio «OO6muil goctyn Kk daiyam u
npuHTepam». JlaHHasg QYHKOUA 3aKpbiTa [0 YMOJTYaHUIO, OJHAKO HEKOTOpPBIE
MIOJIb30BATEIN AKTUBUPYIOT €€ JJIA y/100CTBA UCIIOIb30BaHUSA B paboTe wiau yuebe;

4. He ucnionp3yit mybamunsiii WI-FI 14 mepeziaum JIMIHBIX TAaHHBIX, HAIPUMED JJIS
BBIX0/]a B COIIMAJIBHBIE CETH UJIU B 3JIEKTPOHHYIO II0UTY;

5. Unonwp3yil Tobko 3amuiieHHoe coequHeHue dyepe3 HTTPS, a we HTTP, T.e. npu
Habope Beb-aspeca BBOAYM UMeHHO «https://»;

6. B wmoOwibHOM TenedoHe OTKIoun GyHKnuio «Ilogkmouenme k- Wi-Fi
aBTOMaTHuYecKu». He /omMycKkail aBTOMaTUYECKOTO MOAKIIOUEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConuasibHbIe ceTu

CornasibHble CETH aKTHBHO BXOJAT B HAIIly 3KU3Hb, MHOTHE JIFOJU PA0OTAIOT U 3KUBYT
TaM IIOCTOSIHHO, a B Facebook y»e 3apervcrpupoBaH MUJIHAP/, YETOBEK, UTO SIBJISETCS
OJIHOH CeIbMOM BCEX KHUTeJieH ITaHeTbl. MHOrue II0J1hb30BaTeM HEe IMOHUMAIOT, UTO
uHpopManus, pa3MellleHHas UMH B COIMAJIBHBIX CETAX, MOXKET ObITh HalfleHa U
HCIIOJIb30BaHa KEM YTO/THO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OcCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHuYb CHUCOK Jipy3eill. ¥ TeOsA B APy3bsIX HE JOKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinan CBOI YacTHYIO >ku3Hb. He ykaspiBail maposiu, TesedoHbl, aapeca, JaTy
TBOETO POXJEHUA € [APYIyI0 JWYHYI0 HHQOpPMAIUIO. 3JIOYMBIIIJIEHHUKA MOTYT
HCHOJIb30BaTh Aa)ke WHQMOpPMAIMI0 O TOM, KaK Thl U TBOW POJAUTENH IUJIAHUPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKHU ee B UHCTOTE U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBHI, UTOOBI APYTHE TTOJIH30BATETN BUJIEJIH, UTO ThHI 3arpyskaeib? [logymaii, mpexae 4eM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Eciu TeI TOBOPHUIIIB C JIIOABMU, KOTOPBIX He 3HAEIIb, HE HCIOJIb3yH CBOE peajibHOe
UM U JPYTYIO JUUHYI0 HHQOpMALNU: UM, MECTO KUTEIbCTBA, MECTO yueObl U ITpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/I€ THI N300pa’keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEIETUTH TBOE MECTOIIOJIOKEHHE;

6. [Tpu perucrpanuu B COIUATFHOU CETH HEOOXOAUMO UCIIOJIH30BaTh CJIOKHbBIE ITAPOJIH,
cocrosye U3 OykB U U@P U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;



7. 171 cOIUaIbHOM CeTH, TOYTHI U JPYTUX CAUTOB HEOOXOAUMO HCIIOJIH30BaTh Pa3HbIE
maposia. Torga ecau Tebs B3JIOMAIOT, TO 3JIOYMBINIJIEHHUKH MOJIyYaT JAOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

SJIGKTpOHHbIe A€HbI't

ONIeKTPOHHBIE JIEHBI'H — 3TO OUEHb yJIOOHBIN Crocob IIaTekei, OHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU IEHbTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HENABHO M MMEHHO HM3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU (YHKIMOHHPYIOT U O HHX YK€ IIPOIKMCAHO B 3aKOHE, IJle UX
pasiesIAI0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE U HE aHOHMMHbBIE. Pa3HHIIA B TOM, YTO
AHOHHMHBIE - 5TO Te, B KOTODBIX paspellaercsa I[IPOBOAUTL omepanuu 0e3
naeHTUPUKAIUY T0JIb30BaTeIsI, a B HEAHOHMMHBIX HAEHTHU(DUKAIUKA I10JIb30BATEIIS
ABJIAETCS 00s13aTEeIbHOM.

Takske ciezyeT pa3janyarh 3JIEKTPOHHBbIE (DUATHBIE AEHbIU (PaBHBI TOCY/IApCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE HedHaTHbIE IeHbI'H (He PABHBI FOCYAAPCTBEHHBIM BAIOTAM).

OcHOBHBIE COBETHI 10 OE30ITACHON PaboTe C AJIEKTPOHHBIMU JIEHIAMU:

1. [IpuBs:ku K cueTy MOOWIbHBIN TejieOH. ITO caMbIil yAOOHBIM U OBICTPBHIN CIIOCO0
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHBIN TesieOH TOMOKET, eCJIU 3a0yZellb CBOM
IUIATEXKHBIN ApOJIb UJIH 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Mcnosnp3yir ogHOpa3oBble maposu. [locie mepexosia Ha YCHUJIEHHYIO aBTOPHU3AI[UIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKK WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu ciioxkHBIA maposib. IlpecTymHUKaM OyZeT He MPOCTO YraZaTh CJIOMKHBIN
naposib. HazieskHbple maposimi — 3TO MapoJiv, KOTOpble CoZiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUYHBIE M IPOMHUCHBIE OYKBBI, UGPHI U HECKOJIBKO CHMBOJIOB,
TaKMe KakK 3HaK /I0jy1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAA IIOHTA

DJIEKTPOHHASA IOUYTa — 3TO TEXHOJIOTHSA U IIPeJIOCTaBIAEMbIE €l0 YCIIYTHU 110 IePEChLIKe
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIEe PaCIpeAesIsIoTCs B KOMIIBIOTEPHOM
cetu. OOBIUHO HJIEKTPOHHBIA IOUTOBBIM AIIUK BBIIVIAAUT CJAEAYIOIUM 00pa3oM:
HUMs_T0JIb30BaTeIA(@UMA_JIoMeHa. Takke KpoMe Iepe/ilauul IPOCTOTO TEKCTA, UMeeTC s
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OcHOBHBIE COBETHI 110 He301acHO paboTe ¢ 3JIEKTPOHHOM MOYTOMU:

1. Hazo BIOpaTh mMpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPATHh T€M, KOTO 3HAEIIb W KTO
TIepBBIN B PENUTUHTE;

2. He yka3piBail B IMYHOU moute JIMIHY0 nHpopmaruw. Hampumep, ydiiie BpIOpaTh
«MY3BIKaJIbHBIN_(haHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;

3. Mcnosb3y#l ABYXATAITHYI0 aBTOPHU3AIHUI0. DTO KOTJla IOMHMO MapoJisi HY?KHO BBOJIUTD
KO/JI, IpUChLIaeMbIH 110 SMS;



4. Bpibepu CJIOKHBIM mapoJib. 1A KaXKJIOrO IOYTOBOTO SAIIUKA JOJDKEH OBITh CBOM
HaJIe>KHBIU, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOU JIMYHBIA BOIPOC, UCIIOJIB3YH 3TY
BO3MOXKHOCTB;

6. Vcrosnb3yil HECKOJIBKO IOYTOBBIX SAINIUKOB. [lepBBIM Aj11 YAaCTHON MEPENUCKU C
aZipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO 3JIEKTPOHHBIN aJIpec He HaJI0 UCI0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpbIBail aiiyibl U Jpyrue BJIOXKEHUS B MHChMaX JlasKe €CJIM OHU HPUIILUIN OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiisl;

8. Ilocite okoH4YaHWsA PabOTHI HA MOYTOBOM CEPBUCE IEPE]] 3aKPBITUEM BKJIAJKU C
caiToM He 3a0y/Ib Ha’KaTh Ha « BRIATH».

KubepOy IMHT WU BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOystmHr — TIpecyiefloBaHWE COOOIEHUsIMU, COAEPIKAIUMH OCKOPOJIEHUS,
arpeccuio, 3allyTHBaHWE; XYJUTAHCTBO; COIIMAJIBHOE OOMKOTHPOBAHHE C IIOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIITMHTOM:

1. He Opocaticss B 60M. JIydmuii crmoco6: IMOCOBETOBAThCS KaK ceOs BECTU U, €CJIU HET
TOTO, K KOMY MOKHO 00paTUTbhCsI, TO BHaUYaJIe YCIIOKOUThCS. EC/TU ThI HAUHENIh OTBEYATh
OCKOPOJIEHUSIMH HAa OCKOPOJIEHMS, TO TOJIBKO el1le OOJIbIIe Pa30kKIKellb KOHDIIVKT;

2. YrpasJisi cBoel KubepperyTaluen;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYIHGCTBYIOT CITOCOOBI BBIACHHUTDb, KTO CTOHUT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTy Xy/IMTaHCKUI 00pa3 BUPTYyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiiHe 3aTpy/IHUTETHHO;

5. Coburoait cBOY BUPTYaIbHYIO YECTh CMOJIOZY;

6. VrHopupyél eguHUYHBIN HeratuB. OJIHOPa30BblE OCKOPOUTEJbHBIE COOOIEHUS
JIydliie uiTHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4aJIbHOU CTa/TNH;

7. BaH arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIIEHUSIMU, B COITUATBHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKU COODIIIEHHH C OITPE/IeIEHHBIX aJIPECOB;

8. Ecim Tl cBuzerenb KubepOyyuimHra. TBoOW JAeHCTBHA: BBICTYNIUTH IIPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UYTO €ero JIeHCTBUsA OIleHUBAIOTCA HETraTUBHO,
MOJIEPIKATH JKEPTBY, KOTOPOH HYKHA IICHXOJIOTHYECKAS IOMOIIb, COOOIUTH B3POCIBIM
0 aKTe arpecCuBHOIO IOBEJIEHUA B CETH.

Mob6ubHBIH TeedoH

CoBpemeHnHble cMapT¢GOHBI U IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
dyHKIIMOHA)N, ¥ Temephb OHM MOTYT KOHKYPHPOBaTh €O CTAallMOHAPHBIMHU
KomIbioTepamMu. OJIHAKO, CPEACTB 3AIUTHI JJI OI00HBIX YCTPOMCTB ITOKAa OUEeHb MaJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IMPOUCXOJUT HE TaK UHTEHCUBHO, KaK JJIf
ITK, To >ke camoe KacaeTcs U MOOWJIbHBIX IPUI0KEHUH.



COBpeMeHHI)Ie MOOUJILHBIE 6paysepb1 YXKe IIpaKTU4eCKH [JOTrHaJii HaACTOJIbHBIE
AHaAJIOTH, OJHAKO paCIIupEHUue (I)YHKIII/IOHaJIa BJIEUET 3a cOOOH 6OJIBH.IYIO CJIOKHOCTDb N
MEHBbIIYIO 3alllUIINECHHOCTD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJ'I€HI/IH, 3aKpbIBAalOIIIUE€ KPUTHYECKHUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30ImacHOCTH MOOHJILHOTO TeJ'Ie(l)OHaZ

1. Huuero He sABJseTCA MO-HACTOAIMIEMY OecIIaTHBIM. ByZib OCTOpOXKeH, BeAb KOraa
Tebe mpesIaraloT OeCcIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO TIATHBIE
YCIIyTH,

2. Jlyma#i, mpexjie uem otapaButh SMS, doTo miu Buaeo. Thl TOUHO 3HAEIID, TJI€ OHU
OyAyT B KOHEUHOM HTOTE?

3. Heo6xo11M0 0OHOBJIATH ONlepallIOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vlcniosb3yii aHTUBUPYCHBIE IPOTPAMMBI /IJI1 MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy»xaif npusioKeHus1 OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpPEZIOHOCHOE IIPOrPaMMHOE 00€ecIIeueHHE;

6. ITocsie TOTO Kak ThI BBIMJEIIH C CAlTa, T/i€ BBOAWII JIMYHYI0 UH(pOpPMAIHIO, 3aiu B
HAaCTPOUKHM Opaysepa H yziaau cookies;

7. llepuogruecku MpoBepsAl Kakue IJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMepe;

8. /laBaii cBoii HOMep MOOWJIBHOTO TesjedoHa TOJIBKO JIIO/ISIM, KOTOPBIX Thl 3HAEIIh U
KOMY /IOBEpSI€elllb;

9. Bluetooth momxeHn OBITH BBIKJIIOYEH, KOTZa Thl UM He IOJb3yelrbcs. He 3abbiBaii
WHOT/Ia TPOBEPSATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUYHbIE, 3aXBaTHIBAIOIIME Ppa3BJIeUYeHUs,
00beUHSIONINE COTHU THICSY YEJIOBEK 0 BceMy MUpPY. VITPOKM HCCIEAYIOT TaHHBIA UM
MHP, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHSIOT 3aJJaHHsA, CPAKAIOTCA C MOHCTPAMHU H
MOJIy4alOT OMBIT. 3a YJAOBOJIbCTBHE OHHU IUIATAT: IOKYHAIOT JIMCK, OIUIAYMBAIOT
aOOHEMEHT WJIU TPUOOPETAI0T KAKUE-TO OIIIHU.

Bce atu cpezcrtBa uAyT Ha NOAJep:KaHME U pa3BUTHE UTPHI, a TAKKe Ha caMmy
0e30MacHOCTh: COBEPIIEHCTBYIOTCH CUCTEMbBI aBTOPHU3AI[UH, BHIIIYCKAIOTCA HOBBIE MTAaTUN
(rmudpoBble 3a1IaTKU A1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHT OIlaCaTbCA HE CTOJIBKO CBOUX COII€EpHHKOB, CKOJIBKO Kpa*Ku
TBOE€TO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCTE€Mad aBTOPU3aAllNK OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroit urpok BezieT ce0s IJI0X0 WM CO3/1aeT Tebe HeIPUATHOCTH, 3a0JI0KUpYH
€ro B CIIMCKE UTPOKOB;

2. HO)KMYﬁCH AAMUHHUCTPpATOpaM HWI'Pbl Ha IIJIOXO€ IIOBE€JEHHE OTOI'0 HUI'PDOKAa,
JKeJiaTeJIbHO ITPUJIOZKUTDb KaKKhe-TO JOKa3aTE/IbCTBAa B BUZI€ CKPDHUHOB;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Mpodaiiie Urpsl;
4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBimBayi Heo(puIuabHble TATYHN U MOJIBI;

6. Mcnosib3yli C103KHBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTpHI HEe CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThI urpaelb, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

OUINWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO HE YAWBHUIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JIOYMBINIIEHHUKHA II€PEMECTHJINCh B UHTEPHET, U
MIPOIOJIKAIOT 3AaHUMAThCsl «JTIOOUMBIM» JIEJIOM.

Tak mosiBHIach HOBasi yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WU (DUIIMHT, TJIaBHAs I€JTh
KOTOPOTO COCTOUT B TOJYyYEHUH KOHDUAEHIHMAJIbHBIX JaHHBIX II0JIb30BATEIel —
JIOTUHOB | naposieii. Ha anrimiickom si3eike phishing untaercs kak pumuar (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIUTh afIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOPEE;

2. Hcrmosp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnosnp3yii cokHbIEe U pa3Hble naposu. TakuM ob6pasoM, ecyiu Tebs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebs1 B310MAas, TO HEOOXOAUMO TIPEIYIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
nobaByieHbl y TeOS B IPY3bsiX, O TOM, 4TO TeOs B3JIOMIM U, BO3MOXKHO, OT TBOETO
“MeHHU OyZleT pacchblIaThCA CIIaM U CCHUJIKU Ha (DUIITMHTOBbIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOUU cOXpaHeHUe ImapoJisi B Opaysepe;

7. He oTkpbiBail aiiyibl U Jpyrue BJIOXKEHUS B MHUChbMaX Jla’ke eCcJId OHU MPHUIILIN OT
TBOUX Jipy3e. JIydllle yTOUHHM Y HUX, OTIIPABJISIIN JIU OHU Tebe 3Tu (paiibl.

[Mudposasa penyranusa

[MudpoBas pemnyTaius - 5T0 HETATUBHAs WIN IO3UTHUBHAA UHQOpMaIs B ceTU O Tebe.
Komnpomerupyomasa uadopmanus pas3MelleHHas B HHTEPHETE MOKET Cepbe3HBIM
00pa3oM OTpPA3UTHCS Ha TBOEH peayibHOU Kku3HU. «[[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIX (popmMupyeTcs 3 nHGOpManuu o Tede B HHTEPHETE.

TBOoe MeCTO JKUTEJbCTBa, y4yeObl, TBoe (UHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapakTepa U paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIIMBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINHU B
VHTepHeTe, HE TOHUMAsT BO3MOKHBIX ITOCJIE/ICTBUH. ThI Jla’ke He CMOKEIIb JI0TalaThCsl
o ToM, uTo ororpadusi, pa3MellleHHas 5 JIeT Ha3ajl, cTajla IPUYUHON OTKa3a MPUHATH
TebOs1 Ha paboTy.

KomMmeHTapuu, pasmelneHue TBouxX ¢oTorpaduili W Apyrue JeHCTBHUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJIUIIb. Thl He 3HAENIb, KTO COXPAHUJI 3TY
nHpoOpManuoo, Ioajga JU OHAa B IOWUCKOBBIE CHCTEMBI W COXpaHWIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Tebe OKpy»Kalolee JIIOAU, KOTOPblE HAUAYT U YBUAAT 3TO.
Haiit mHGOpPMAIIUI0O MHOTO JIET CITYCTSI CMOKET JII000H - Kak 13 J0OPbhIX MOOYKIeHUH,
TaK ¥ C HAMepeHHUeM MPUUYNHUTH BpPe/. ITO MOKET OBITh KTO YTOTHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITU(PPOBOU PEIYTAIIUHT:

1. [Tomymai, mpexze uemM 4To-TO IyOJIMKOBATh U TEepefaBaTh y ceOsa B Osiore wiud B
COILIAJILHOM CETH;

2. B HacTpolikax npoduig yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro IPO(UIA U ero
COJIEPKUMOTO, CZleJIald €T0 TOJIBKO «JJIS IPy3ei»;

3. He pasmemaii 1 He ykasbiBail HHGOPMAINIO, KOTOPas MOKeT KOT0-JT100 OCKOPOJISThH
WJIA OOMKAaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIIKOJIbHUKH- AKTUBHBIE I10JIb30BaTeI ITU(GPOBOrO IIPOCTPAHCTRA.
OnmHako Jajieko He Bce 3HAKT, YTO II0JIb30BaHHME MHOTUMH BO3MOKHOCTSIMH
nudpoBoro Mupa TpedyeT coOJII0eHs ITPaB Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJIeKTyaIbHasA COOCTBEHHOCTb» OTHOCUTCH K PA3JIMUYHBIM TBODEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pETEHWH U 3HAKOB, 0003HAYAOIINX
COOCTBEHHOCTh HA MPOJIYKTHl U YCJIYTH , U 3aKaHUYMBasg KHUTaMH, (otorpadusimu,
KUHODMIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEEHUS
HAyKH, JIUTEPATypPbl U UCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KayeCcTBe rapaHTUH
TOTO, YTO UHTEJJIEKTYaJIbHBIN/ TBOPUECKUH TPy aBTOpa He Oy/IeT HAal[PACHBIM, IACT MY
CIpaBe/JIMBblE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAa, IMOJIYUUTh
HU3BECTHOCTH U Npu3HaHue. HukTo 0e3 paspelieHus aBTopa He MOKeT BOCIIPOU3BOJIUTH
ero TMpOU3BeJieHHe, PaCIpPOCTPAHATh, IYOJUYHO JEeMOHCTPHUPOBATh, IIPOJIaBaTh,
UMIIOPTHUPOBATh, IyCKAaTh B MPOKAT, IIyOJUUYHO HCIIOJHATH, TOKA3hIBATh/UCIIOIHATD B
adupe uim pa3MmeniaTts B IHTepHeTe.

Hcnonb30BaHue «IIHPATCKOTO» IPOTPAMMHOIO OOecIeueHusT MOXKET IPUBECTH K
MHOTHM pHCKaM: OT IIOTEPH JIAHHBIX K TBOUM aKKayHTaM J0 OJIOKUDOBKH TBOETO
YCTPOUCTBA, TJle YCTAaHOBJIEHHBIHN He JierajibHasA mporpaMmma. He cTout Taxske 3a0bIBaTh,
YTO CYIIeCTBYET JieTaIbHbIE B OecIIaTHbIE TPOTrPAaMMbI, KOTOPbIE MOXKHO HANTH B CETH.

O noptase

CeTeBUUOK.pd - TBOU IJIaBHBIM COBETYMK B CETU. 37leCh THl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IOHATHBIM K JIOCTYIIHBIM SI3BIKOM, a TIPH BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTUTBhCSA 34 COBETOM. A TakXKe NPUHATH y4yacTHe B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKJAHUHOM!





