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0 OrpaHunub cNUCOK ApYy3eMl. Y Tebs B Apy3bax He A0/IKHO ObITb C/lyYyalHbIX U HE3Ha-
KOMbIX Nt0JeMn.

3awmiLain cBOKO YACTHYIO XXM3Hb. He ykasbiBa naponu, TenedoHbl, agpeca, gaty
POXAEHNSA U APYTYIO INYHYIO MHDOPMaLMIO. 3/10YMbILLIEHHUKM MOTYT UCMO/1Ib30BaTb
Aaxke HOPMaALMIO O TOM, KaK Tbl U TBOU POAUTENN NAAHUPYETE NMPOBECTU KAHMKYbI.

3awmwai cesolo penyTaymio. [lepxxu ee B UNCTOTe M 3agaBav cebe Bonpoc: xoten 6bl
Tbl, YTOObI Apyrve Nosb3oBaTeNM BUAEAN TO, YTO Thbl 3arpyxaelub? MNogyman, npex-
Zle YeM YTO-TO ONy6ANKOBaTb, HAMMCATb U 3arpysuTh.

He ucnonb3ymn peanbHoe ums. Korga B ceT pasroBapuBaellb C HE3HaKOMbIMU
JOAbMMU, He Ha3blBal U HE UCMO/Ib3YI peasibHoe umsa. He packpbiBait nuHpopmaumio
0 cebe: MecTo XXMTENbCTBA, MECTO y4ebbl 1 Npouee.

He coo6wain cBoe mecTonosoxeHue. 36eran pasmelleHna dotorpaduii B UHTEPHETE,
rae Tbl U306paxkeH Ha MEeCTHOCTU, MO KOTOPOW MOXHO ONpeAe/iMTb MECTOMNOJIOXEHME.

Ucnonb3ymn cnoxkHbie naponu. Npu pernctpaumm nuwm cnoxkHble naposv. OHM Ao/IKHbI
coZepXaTb He MeHee BOCbMM 3HaKOB M BK/l04YaTb B CeE0S1 CTPOYHbIE U NPONUCHbIe ByKBbI,
umdpbl M HECKONBKO CUMBOJI0B, TakWe Kak 3Hak Aonnapa, GyHTa, BOCKAMLATE IbHbIN 3HAK.

Ucnonb3ym pasHbie naponu. [1ns counanbHOM CETU, MOYTbI U APYrUX CAUTOB CO3aa-
Bal pasHble Naposun. Torga ecnv Tebsa B310MaOT, TO 3/10YMbILLJIEHHUKY NoyYaT
AOCTYN TONIbKO K 04HOMY MECTY, a He KO BCEM Cpasy.
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Bb16epy npaBu/IbHbIN NOYTOBbIN cepBUC. B MHTepHeTe MHoro 6ecnnatHbix. OgHaKo noyuTy
NydLLe 3aBOAUTb Ha NOMyAsipHOM CEepBUCE, KOTOPbIM YK MOJIb3YTCSA TBOM 3HAKOMbIE.

He nuwum o ce6e B agpece noutbl. He ykasbiBail B MOYTOBOM agpece JINYHy nHdop-
Mauwmto. Hanpumep, nyuie BbibpaTb «My3biKaabHbI_paHaT@» unu «pok2018@»
BMecTO «aHapen2005@y.

Wcnonb3yi aByxaTanHylo aBTopusaumio. [11a ABYyX3TanHoM aBTopmsaLmMm NnoMMmMo
napons Hy>KHO BBOAUTb Ko, KOTopbI npucbinatoT no CMC.

Bbi6epy cnoXKHbIN Napob. [115 KaXka0ro NoYTOBOro ALWMKa A0JXKeH 6bITb CBOW
CIOXKHbIN, YCTONYMBbBIN K B3/IOMY Napo/ib.

MUcnonbsyin npoBepouHbi Bonpoc. [pruayman cam CBOM INYHbBIA BONPOC ANS NAEH-
TMdUKaunm, ecin cepBUC AaeT Takyto BOSMOXHOCTb.

3aBeAyn HECKOJIbKO NMOYTOBbIX AWMKOB. [1epBbIit 415 YaCTHON Nepenncku
C agpecaTtamu, KOTOPbIM Tbl AOBepsiellb. DTOT 3/1EKTPOHHbIN apec He HY>XXHO
MCNo/Ib30BaTh NpuY perncTpaunmn Ha Gopymax n canTax.

He oTkpbiBai BnoXxeHus nucem. He oTkpbiBaii daiinbl v Apyrve BIOXKEHUS B MUCbMaX,
Aaxke eC/IM OHU NPULLIAK OT ApY3€en. YTOUHM Y HUX, OTNPABAAAN I OHU Tebe 3Tu dpaibl.

BbixogauTe u3 noutbl. He 3ab6biBain Ha)kxumaTb «BbINTM» Nocsie oKoOHYaHMA paboTbl Ha
NOYTOBOM CEpPBUCE, Nepe TeM KaK 3aKpbiTb BK/1IaAKy C CAauTOM.
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KWUBEPBYNIIUHT - cutyaums, koraa yenoseka B CeTu npecnefytoT COObLLEHUAMM, KOTOpble
coZiepaT 0CKopb/ieHMs, arpeccuto, 3anyrnBaHne; XyJIMraHcTBo; coLmanbHoe HOMKOTUPOBaHME.

He 6pocaiica B 60#. J/Tlyuywumnii cnocob: nocoBeToBaTbCsA, Kak cebs BECTU, U €C/IN HET
TOro, K KOMY MOYXXHO 06paTUTbLCS, TO BHAYasie HYy>XHO ycrnokouTbes. Ecam Tbl HauHewb
oTBeYaTb 0CKOPOJIEHNAMM Ha OCKOPOIEHUS, TO TOIbKO eLLe bosbLue pa3oXKKellb
KOHPIUKT.

YnpaBnsi cBoei KubeppenyTtaumen. My cnocobbl BbISCHUTD, KTO CTOUT 3a aHO-
HUMHbIM aKKayHTOM 06uaumka. AHoHMMHOCTb B CeT MHUMaS.

Beperu BUpTyasbHyI0 4ecTb cMmosioay. He Beaun xynuraHckuin obpas BUpTyanbHOM
XU3HU. HTepHeT puKkcmpyeT BCce AENCTBUSA U COXPAHAET UX. YAanUTb ux byaet
CNOXHO.

UrHopupyi eanHnUuHbIA Heratue. O4HOpa3oBble 0CKOPOUTENbHbIE COOBLLLEHMS NyY-
we urHopuposaTb. OBbIYHO arpeccus nNpekpaLlaeTcs Ha HayabHOWM CTaguu.

Bnokupy#n arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOBLLEHNSAMU, B COLIU-
a/IbHbIX CETAX MOYKHO 3aNpeTUTb KOHKPETHbIM aApecam MpPUCbINaTb COObLLEHNS.

Moaaepxxu xxepTBy KMbepbynnuHra. MNokaxu npecnegoBaTesio, YTO OLLEHUBAELLIb €r0
Aevictena HeraTneHo. CoobLum B3pocsibim o pakTe arpeccuBHoro noeegeHms B Cetu.
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Kak 3awuTuTbcs
OT KOMMbIOTEPHbIX BUPYCOB
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KOMMbIOTEPHbIN BUPYC - 570 nporpamMma, KoTopasi MOXET CO3aBaTb CBOV KOMUM.
Bupycbl noBpexaatoT nan yHUUYTOXatoT daisibl Ha 3apaxKeHHOM KOMMbOTEPE 1 BCHO ornepa-
LIMOHHYO CUCTEMY B LieSIOM. HalLle BCero pacnpoCcTpaHaoTCA BUPYChbl Yepe3 NHTEPHET.

3arpysm coBpeMeHHYI0 onepawuuoHHYI0 cucTemy. Icnonb3yi coBpeMeHHble onepa-
LMOHHbIE CUCTEMbI C BbICOKMM YPOBHEM 3aLLNTbI OT BPEAOHOCHbIX MPOrpamm.

O6HOBANAK ONepaLUOHHYIO cucTeMy. Bknoum pexxnm aBTomaTnyeckoro o6HoBAEHNS
onepaunoHHOM cucTeMsbl. ECnm B cucteme HeT Takoro pexkuma, perynsipHo yctaHaBAu-
Bal 06HOBNEHNS CAMOCTOATE/NbHO. 3arpy>kan ux coduumanbHoro cantapaspabortumka.

30BaTeN1d, a HE agMUHUCTpAaTOopa. DTO He NO3BO/IUT 6OJ'IbIJJI/IHCTBy BpeAOHOCHbIX
nporpaMmm aBTomMmaTU4e€CKN YCTAHOBUTDBCA.

He puckyi. Vicnonb3yit aHTUBMPYCHbIE NPOrpaMMHbie NPOAYKTbl MPOBEPEHHbIX
npou3BoAMTENEeN C aBTOMATMYECKUM 0BbHOBIeHNeM 6as.

OrpaHuub A0CTYN K cCBoeMy KOMMNbloTepy. He paspeluan NnocCTOpOHHUM MO/b30BaTb-
CSl CBOMM KOMIMbIOTEPOM.

e Wcnonb3yi npaBa nonb3oBatens. PaboTai Ha komnbloTepe Nog npaBamu nosib-

Bbi6upait TWaTeNbHO UCTOUHUKM. Konunpyit u 3arpyxai ¢daiinibl ToNbKO C NpOBEpPEH-

G HbIX Cb€MHbIX HOCUTE/IEN NI UHTEpPHET-pecypcoB. He oTkpbiBait ¢aibl, KOTopble
MOJIYYM/1 U3 HEHAZAEXHbIX MCTOYHUKOB. [laxke Te, KOTopble Npucian TBON 3HAKOMbIN.
YTOUYHM y HErO, OTNPaB/IAN /1N OH Tebe ux.
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Wi-Fi - 570 6ecnpoBozHoi cnocob nepesayn AaHHbIX C MOMOLLbIO pagnocurHanos. B kade,
OTE/ISIX, a3PONOoPTax YaCTo MOXHO HecniaTHo BbINTK B MHTepHeT Yepe3 Wi-Fi. Ho obwezao-
cTynHble ceTn Wi-Fi Hebe3onacHbl.

He nepegaBait inuHylo nHpopmaumio uepes obwegoctynHble cetu Wi-Fi. XXena-
TeJIbHO He BBOAUTb Napon AOCTYNa, IOrMHbI U HOMepa.

Ucnonb3yn n o6HOBNAN aHTUBUPYCHbIE NpOrpamMmbl U 6paHamayap. Tak Tbl
obesonacuib ceba oT 3aKayku BUpyCa Ha YCTPONCTBO.

OTkaoum pyHKumo «O6wun goctyn K pansiam M npuHTEpam» Npu UCNoJb30Ba-
Hum Wi-Fi. DTa dyHKUMA 3aKpbiTa MO YMOJTYAHUIO, 04HAKO HEKOTOpPbIE MOJIb30BaTENN
aKTUBMUPYIOT ee ANg yA06CTBa UCMONb30BaHMSA B paboTe nau yyebe.

He ncnonb3yn ny6nnunbin Wi-Fi gna nepeaaum nnuHbix gaHHbix. Hanpumep, ansa
BbIX0Za B COLMaA/bHbIE CETU AN B SNEKTPOHHYHIO MOYTY.

Ucnonbsymn Tonbko 3awmuieHHoe coeguHeHue yepes HTTPS, a He HTTP. To ecTb
npu Habope Beb-agpeca BBoaM UMeHHo «https://».

OTtknoum pyHkumo «Moakniouenme Kk Wi-Fi aBTomaTnueckun» B mo6busibHom Tene-
doHe. He gonyckait aBToMmaTM4YeCcKoro nogkaoueHns yctponctea k cetam Wi-Fi 6es
TBOEro cornacus.
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SJIEKTPOHHDbIE AEHbI'M - 570 y106HbIN CNOCO6 naaTexen, 0HAKO 3@ HUMM YaCcTO OXOTAT-
Cs MOLLEHHUKN. B Poccum 3aKoH pasaensieT afeKTPOHHble AeHbr Ha ABa BMAA - aHOHUMHbIe

N NepCoHNGULMPOBaHHbIE. PasHuLa B TOM, YTO aHOHUMHbIE - 3TO TE, B KOTOPbIX paspeLlaeTcs
NpoBOANTb onepaunn bes naeHTUdUKaLnmn Nosb30BaTeNs, a B NEPCOHNPULINPOBAHHBIX NAEH-
TudmrKaumns nonb3opaTens obs3aTesibHa.

MpuBsaXK K cueTy Mo6ubHbIN TesnedoH. ITo cambit Y400HbIN cnocob BoccTaHoO-
BUTb K HeMy gocTyn. lMpuesA3aHHbIN TenedoH NOMOXET, ec/iv 3abyaellb NAaTeXHbIN
napo/ib UAu 3aJeLlb Ha CalT C HE3HAaKOMOTr0 YCTPOMCTBa.

9 Ucnonbsyn ogHopasosble naponum. [locse nepexosa Ha yCUIEHHYIO aBTOpU3aL IO
Tebe yxe He ByaeT yrpoXkaTb OMACHOCTb KPaXkn UM nepexsaTa NaaTexXHoro napons.

e Mpuaymai cnoXkHbin naposb. [pecTynHukam byaeT He NpoCcTo yragaTb COXKHbIN

naposb. CNoxHble Naposv - 3To Napo/un, KOTopble CoOAep AT HE MeHee BOCbMU 3Ha-
KOB W1 BKJ1HOYAIOT B Ce6S CTPOYUHbIE U MPOMNUCHbIE BYKBbI, Lidpbl U HECKOJIbKO CUMBO-
JI0B, TakuMe KaK 3HaK agonnapa, $yHTa, BoCKAuLaTeNbHbI 3Hak. Hanpumep, StROng!;;

e Beperu nnuHbie gaHHble. He BBOAM MX Ha caiiTax, KOTOPbIM HE l0BEPSELLb.
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Byab octopoxxeH. Koraa Tebe npeanaratoT 6ecniaTHbIi KOHTEHT, B HEM MOTYT ObITb

CKpbITbl N/1aTHbIE YCNYTWN.

Aymai, npexxae yem ornpaButb CMC, ¢oto nam Bugeo. Tol TOYHO 3HAELLD, FAE OHU
OKaXyTCs B KOHEYHOM utore?

OGHOBASA ONepaLMOoHHYI0 cMCTeMy cMapTdoHa. DTO A0NOHUTE NbHAS 3aLUUTA.

Wcnonb3yit aHTUBUpYCHbIEe NporpaMmmbl Asis cMmapT¢oHoB. PerynsapHo 06HoBAAN KX.

He 3arpy>xait npuio)xeHns1 OT HeM3BECTHOro UCTOUHUKA. OHKN MOTYT coaepXKaTb
BPEAOHOCHOE NpOorpaMmMHoe obecrneyeHme.

3anau B HacTponku 6pay3sepa u yaanu cookies. Caenait aTo cpasy nocse Toro, Kak
Tbl BbliieLUb C CalTa, r4e BBOAUA NYHYIO MHPOPMaLMIO.

MpoBepsai nnaTHbIe yc/yru Ha TBOEM Homepe. VIHoraa MoryT akTUBMPOBaTb HOBbIE.

He Bcem aaBai Homep TenedoHa. [lasai cBoi Homep MobuabHOro TenedoHa Tob-
KO /TOAAM, KOTOPbIX Tbl 3HaeLLb MKOMY AOBepsieLLb.

Boikniouain Bluetooth, korga He ucnonb3yelunb ero. iHoraa nposepsain, He 3abbin n
BbIK/TIOYMTb.
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ONLINE-UIPbI 06beamHsa0T ntogen no Bcemy Mupy. Mirpoku nokynatT AWCK, OmniavmBatoT abo-
HEMEHT MW AONOSIHUTE bHbIE ONuUMK. Ha 3TK cpeficTBa COBEPLLEHCTBYHOTCS CUCTEMbI aBTOPU-
3alMK, 3aKpbIBAOTCS YA3BMMOCTW. B Mrpax cToMT onacaTbcs Kpaxu napons.

Bnokupyi HeagekBaToB. 3a6/10KMpPY B CNMCKE UTPOKOB TOro, KTO BeAeT cebs arpec-
CUBHO MO OTHOLLIEHWIO K Tebe 1M co34aeT HENPUATHOCTMU.

I'on(anyﬁcn AAMUHUCTPaTOpPam Urpbl Ha noBeeHue arpecCMBHOro Urpoka. Xena-
TE€JZIbHO NPUNOXKNTb A0Ka3aTe/bCTBa B BUAE CKPUHOB.

Byab ocTopoyxeH. He ykasbiBait 1nuHyo MHGopmaumio B npodaiisie Urpsbl.

YcTaHaB/MBaK npoBepeHHble YTUAUTDI. VI36erait HeodurumanbHbIX NaTyen u MoAoB.

Beperuncb ot B3n10Ma. Vcnonb3yi cnoXHble 1 pasHble NAaposiu.

He oTkntouait aHTMBMpPYC Bo BpeMsi Urpbl. [10Ka Tbl UrpaeLlb, TBOW KOMMbOTEP

e Cneam 3a CBOMM noBeZeHneM. YBaxkalt Apyrux y4acTHUKOB Urpbl.

MOTYT 3apa3nTb.
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@®ULLUHT (o1 aHrnuitckoro cnosa fishing - peibHas n10BNS) - BUA MHTEPHET-MOLLIEHHWUYECTBA.
Ero rnaBHas Lesb - NoNy4YnTb KOHPUAEHLMASbHBIE AaHHbIE NOb30BaTENEN — SIOTMHbI U NapO/IN.

Cnepam 3a cBOMM aKKayHTOM. ECin nogo03peBaeLlb, YTO aKKAayHT B3/IOMaN, HY>XXHO
32610KMpPOBaTb Ero U COOBLLNTL AAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXKHO
cKopee.

Mocewai ToNbko 6e3onacHble Be6-calTbl. B nx umcne - canTbl UHTEPHET-MarasmHoB
N MOMCKOBBIX CUCTEM.

Ucnonb3ym cnoxxkHbie U pasHblie naponau. Eciv Teba B3n1oMaloT, TO 3/10yMbILLIEHHU-
KM MoslyyaT A4OCTYN TONbKO K ogHOMY TBoeMy npoduto B CeTn, a He KO BCEM.

Mpeaynpeaun Bcex CBOMX 3HAKOMbIX, KOTOpble Jo6aB/ieHbl y Tebs B Apy3bs, ecn Tebs
B3s1oManu. OT TBOEro MMEHU MOTYT paccbiaiaTb CMam U CCbIIKU Ha GULLNHIOBbIE CalTbl.

Cnpsayb AaHHbIe. YCTaHOBU HagexXHbIn naponb (PIN) Ha MobunbHbIN TenedoH.

OTKI0uM coXpaHeHue napons B 6paysepe. CoxpaHeHHble MApoan KpaayT Halle.

He oTkpbiBai ¢pannbl u gpyrue BaoXkKeHUs B nUcbMax. Jlaxke eC/im OHU NpULLAU
OT TBOUX ApPY3eN. YTOUHU Y HUX, OTNPABASAAN N OHM Tebe 3Tu dpainnbl.
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LUDPOBASA PENYTALIUA - 510 TBOM MMUAX, KOTOPbIA GOpMUPYeTCs U3 MHDOPMaLNn

0 Tebe B MHTepHeTe. KomnpomeTupytoLlas nHbopmaLmsa B UHTEPHETE MOXKET CEPbE3HO OTpa-
3UTbCS Ha peasibHOM XN3HW. TBOE MECTO XMTENbCTBA, y4ebbl, TBOE GUHAHCOBOE MOIOXEHNE,
0COBEHHOCTM XapakTepa W pacckasbl 0 6/IM3KNX - BCe 3To HakanameaeTcs B CeTn.

MHorune noApoCTKM IEFKOMbIC/IEHHO OTHOCATCA K Ny6aMKaLMmM IMYHON MHPOPMALMN B UH-
TEpHETe, He MOHMMas BO3MOXHbIX NOCNeACTBMN. Tbl AaXe He 3ayMbIBaeLLIbCs O TOM, YTO
doTorpadus, pasmelLieHHas NATb eT Ha3az, MOXET CTaTb NPUYMHOM 0TKa3a NPUHATL Tebs Ha
paborTy.

KommeHTapuu, dotorpadum n TBOM AENCTBUS MOTYT HE UCYE3HYTb ZlaXe Moc/ie Toro, Kak Tbl
WX yAanuib. Tbl He 3Haellb, KTO COXpaHW/ 3Ty nHdopMaumto, monana v oHa B MOUCKOBbIE
CUCTEMbI M COXPaHWMACh /1M OHa. HalTn MHPOPMaLMIO MHOFO 1IeT CNYCTS CMOXET /100 - Kak
13 A0OPbIX NOBYXAEHNIA, TaK M C HAMEPEHMEM NPUYUHUTD BPeA.

COBETbI MO 3ALMUTE LLUDPOBOW PEMYTALIUM:

He ny6nuky# cpasy. [Moaymaii, npexae yem 4to-To nybsiMkoBaTb y ceba B 610re nnm
B COLMANIbHOW CETU, MEPECHINIATb B JINYHOM COOBLLEHNN.

e YcTaHOBM orpaHuueHus B HacTpomkax npodpuns. OrpaHnyb npocmoTp npoduns
nero cogepxunmoro. Caenai ero To/Ibko « 419 ApY3eny.

e Beperucb UCKoB 3a 0cKop6ieHne NMYHOCTU B MHTepHeTe (cT. 282 YK). He pasme-
Wwar nHdopmaLmio, KoTopasi MOXET KOro-To 0bm»aTb, U HE CCbINANCs Ha Hee.
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YT06bl MCNOIb30BATb BO3SMOXHOCTU LIMDPOBOro MMpPa, HY>XKHO COb0AaTh NpaBa Ha UHTenN-
NEeKTyanbHy COBCTBEHHOCTb. TEPMUH MHTENIEKTYa IbHasi COOCTBEHHOCTb OTHOCUTCS K pas-
JINYHBIM TBOPEHUSAM YE/T0BEYECKOr0 YMA, HauMHasa C HOBbIX M30OpeTeHui 1 3HakoB, 0003Ha-
YalLLMX COBCTBEHHOCTb Ha MPOAYKTbI M YCAYIW, U 3aKaHYMBAA KHUTaMK, KUHODUIbMaMu

Y MY3bIKa/lbHbIMMW MPOU3BEAEHUAMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTE/IIEKTYasIbHYt0 COOCTBEHHOCTb - Ha MPOU3BEAEHNS
HayKuW, NINTepaTypbl N MCKyCCTBa. ABTOPCKME MpaBa BbICTYNAOT Kak rapaHT1sl BO3MOXHOCTEN
aBTopa 3apaboTaTb Ha pe3y/bTaTax CBOEro TPpyAa, Noay4YnTb M3BECTHOCTb M NpuU3HaHWe. HukTo
6e3 pa3pellieHns aBTOpa He MOXEeT BOCMPOM3BOANTb ero Npon3BeeHne, pacnpoCcTpaHsTh,
ny6AMYHO AEMOHCTPUPOBATb, MPOAABaTh UM pasMellaTb B MHTEPHETE.

«Munpatckoey» NporpammHoe obecneyeHme HeceT B cebe MHOTMe pUCKK: OT NOTEPU AaHHbIX
710 6I0KMPOBKM YCTPONCTBA, e YCTaHOB/IEHA HeslerasbHasa nporpaMmma. He 3abbiBanTe, 4to
B CeTV MOXHO HaWTW neranbHble 1 becnnaTHbie NPOrpaMmmbl CO CXOAHbBIM GYHKLIMOHANOM.



